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Remote Auditing
How to be successful from behind a 

webcam

Maria Mylonas
Learning & Development Director
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Can you relate to 
any of these 
situations?
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1st Remote Auditing Experience (Mid-March 2020)  

12:41pm

• Me: Is 
the audit 
good to 
go for 
Wed?

12:54pm

• Client: 
Yes – see 
you on-
site

1:45pm

• Client: PS 
have you 
been 
overseas?

1:51pm

• Me: No

4:00pm

• Client: 
You need 
to do a 
remote 
audit

4:05pm

• Me: ok

4:11pm

• Client: 
Here is 
your 
meeting 
invitation

It’s Monday, on-site audit is on Wednesday (1.5 days)
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This presentation is brought to you by…….
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What will be covered?

01 INTRODUCTION 
TO REMOTE AUDITS

02 PLANNING THE 
REMOTE AUDIT

03 PERFORMING 
THE REMOTE AUDIT

04 CONCLUDING 
THE REMOTE AUDIT
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Introduction to 
Remote Audits

Section 01
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Why Remote Audits?

Main 
reason

Other 
reasons

Problem? Opportunity?
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Objective of remote GMP inspections during the 
COVID-19 pandemic

Reduce the potential impact of an 
on-site inspection to both industry 
and regulators 

• Keep everyone safe

• Reduce the duration of on-site inspections

Ensure continued governance of 
GMP requirements at licenced 
domestic manufacturing sites

Allow the approval of new GMP 
licences or variations to existing 

licences

Maintain patient and consumer 
confidence in medicinal product 

manufacturing
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Guidelines for auditing management systems
ISO 19011:2018

Remote auditing is one of the audit methods described in ISO 19011:2018 Annex A1.

The value of this audit method resides in its potential to provide flexibility to achieving the 
audit objectives. 

In order to realise the benefits of this audit method, all interested parties should be aware 
of their role in the process, inputs, expected outputs, and risks and opportunities that will 
provide the basis to achieve the audit and audit program objectives. 
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Who is performing virtual audits?

Everyone!

• Regulators

• Internal auditors

• External supplier auditors
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What are the inspection options? 

Remote, virtual inspection with agreed communication tools and desktop review of 
information

Hybrid approach including a desktop review and an on-site inspection under agreed, 
controlled conditions

On-site inspection under agreed, controlled conditions where it has been evaluated 
as necessary and safe to undertake

Deferral of full inspections to a later date under specific conditions only.
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Selecting and determining audit methods

The use of these methods should be suitably balanced, based on, among others, 
consideration of associated risks and opportunities.

On-site Remote HybridDesktop
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Risk Based Tool: New Auditable Entity
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Risk Based Tool: New Auditable Entity
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Risk Based Tool: 
New Auditable Entity
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Decision?
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Rationale for decision

• While, theoretically, each type of 
inspection can be performed remotely, 

the level of scrutiny possible in a 
remote inspection may not always be 
equivalent to an on-site inspection. 

• Remote inspections are heavily 
dependent on the technology available 

(e.g., use of live stream, high-
resolution videos) and scope of the 
inspection (e.g., physical 
manufacturing facility versus quality 
system (QMS/PQS) documentation 

review).
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How is this decided? Risk Assessment

The risks for achieving the 
audit objectives are identified, 

assessed and managed.

Another important issue is to 
understand what processes, 

activities or sites of the 
organisation may be audited 
remotely with which ICT tool 

available. 

IAF MD 4 makes clear that 
this decision should be based 

in the documented 
identification of the risks and 
opportunities that may impact 

the audit/assessment, for 
each ICT considered. 
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Typical Questions

The following are typical questions that come up when we are thinking about remote 
inspections:

When watching images, 
are we looking at real 
time images or are we 

looking at video records?

Can we capture 
everything about the 
remote site or are we 

being guided by selected 
images?

When planning for a 
remote interview, will 

there be a stable internet 
connection and the 

person to be interviewed 
knows how to use it?

Can the processes and 
sites to be audited be 
realistically audited 

offsite?

Can you have a good 
overview of the facilities, 
equipment, operations, 

controls? 

Can you access all the 
relevant information?
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Risks and Opportunities for using remote audit 
techniques 
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Risks and Opportunities for using remote audit 
techniques 
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Confidentiality, Security and Data Protection (CSDP) 

May need additional agreements from both sides 
(e.g. there will be no recording of sound and 
images, or authorisations to using people’s images 
or screenshots etc.  Where is the line drawn?)

Auditors should not take screenshots of auditees as 
audit evidence. Any screenshots of documents or 
records or other kind of evidence should be 
previously authorised by the audited organization. 
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Confidentiality, Security and Data Protection (CSDP) 

To prepare for the use of ICT, all certification legal and customer requirements related 
to confidentiality, security and data protection should be identified and actions taken 
to ensure their effective implementation. 

This implies that both the auditor and the auditee agree with the use of ICT and with 
the measures taken to fulfil these requirements. 

Evidence of agreements related to CSDP should be available. This evidence could be 
records, agreed procedures, or emails. The importance resides in having these CSDP 
criteria acknowledged by all participants. 

In some situations’ security requirements will not allow for the use of ICT. 
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How do I decide? Risk Assessment

This table lists the main 
issues to assess feasibility 
and risk analysis for a 
remote inspection. 



© PharmOut 2022

Digital quality of data

Finally, when analysing feasibility, the 
digital quality of the data to be reviewed 

should also be considered. 

This is more relevant when the 
organisation still retains information on 
paper that needs to be scanned for 

remote review. 
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General Considerations
Virtual Meeting Software

• Zoom

• Teams

• GoToMeeting

• Others?

Technology

• Webcam (positioning)

• Headset/Microphone

• Dual Screen – multiple monitors

• Document camera

• High-speed scanner

• File transfer and sharing

• WiFi signal

Location

• Home or office?

• What’s in the background?
• Time zone?

• Interpreter? 

Managing Interruptions

• Children/Pets

• Home Deliveries

• Colleagues 

• Emails/ phone

• Internet dropout
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Documentation Considerations

• Does the audit procedure/process need to be 
revised?

• Does the audit schedule/plan need to be revised?

• Additional training requirements? E.g. use of 
technology

• Are audit checklists affected?

• Does the audit plan/report template need 

updating?
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Planning 

the
Remote Audit

Section 02
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Inspection Duration

• You may need to plan for more days than a 
typical on-site inspection but shorter 

hours/day (remote inspections can be more 
tiring that an on-site inspection).

• If there is a major or critical non-compliance, 
duration may be extended or it may be 

decided an on-site visit will be performed 
shortly after the inspection.
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Preparing Documents

Many sites have developed a standard list of documents that 
are likely to be requested in an on-site inspection. This list is 

equally applicable in remote inspections. 

Examples include: site organization, size, products 
manufactured, list of standard operating procedures (SOP), 
deviation reports, site master files, out of specification results, 

corrective and preventive actions (CAPA), applicable Annual 
Product/Quality Reviews that include details on change 
controls, complaints, recalls, batches manufactured, aseptic 
process simulations with outcomes, environmental monitoring 
data, trends for utilities (e.g., water, steam, gas), and sterility 

test failures.
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Preparing Documents

In advance of a remote inspection, the inspected site 
should also prepare the documentation that an auditor 

would normally review on-site or may request at a later 
point. Typically, this additional documentation might 
include:

• Data analysis (e.g., deviation recurrence analysis, 
equipment failure rate, CAPA effectiveness review) 

and/or lists that can be searched or filtered

• Comprehensive inspection history, especially for the 
first remote inspection of the site and for-cause 
inspections

• History of or changes to key SOPs since the last 

inspection, along with training records

• Information related to relevant investigations.
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Options for Sharing 
Specific Types of Data 
in a Virtual Audit

Reference: PDA – Points to consider in a Hybrid GMP/GDP Audit 
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Pre- Pre-audit preparation

Auditor will prepare draft audit agenda

Confirm who will attend the pre-audit meeting

Confirm which virtual meeting platform will be used

Send/ or receive meeting invitation for pre-audit meeting
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Pre-audit meeting (30 – 60 mins)

• Confirm virtual meeting platform (this is a good time to test it out)

• Agree on audit scope

• Confirm timing and agenda, agree on contingency plan if there are ICT issues

• Confirm location of auditees (workplace? Or their homes?)

• Determine how files will be shared (Email? SharePoint? Dropbox? Other?)

• Request pre-reading materials / site video? (this will test the file sharing process)

• Confirm if an interpreter is required during the inspection period.
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Pre-audit meeting (30 – 60 mins)

• Agree on a logical file structure

• Agree on the naming convention for documents and records

• Confirm if live streaming will be used on the inspection day and discuss IT 
requirements.

• Confirm if hard copy of documents will be scanned on inspection day and ensure 
resources are available for this task.

• Confirm how interviewees will be managed.  Who will the auditors need access to?
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Pre-audit preparation 
– Auditor

• Read all of the documents 
that have been sent 

• Highlight specific sections of 
the SOPs that you want to 
verify (proof company is 
doing what they say that will 
do)

• List questions prior to the 
audit based on the 
SOPs/regulations
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Pre-audit preparation – Auditor

List the objective evidence you are going to 
ask for on audit day. E.g.

• CAPA register

• Deviations register

• Specific staff training records

• Change control register

• Risk assessments

• Validation documentation
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Pre-audit preparation – Auditor (~6 -8 hrs)

• Start completing your audit checklist (if 
you use one)

• Decide if you will print out the 
procedures or go paperless

• Decide how you are going to document 
your findings (electronically or note 
pad/pen)
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Pre-audit preparation - Auditee

• Collate all of the pre-reading materials

• Upload/send materials 

• Create site-tour video (if requested) or will this 
happen live?
• Storyboard process flow
• Phone camera? Go pro? Drone? 
• Tripod?

• Video editing software? (nothing too fancy)
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Virtual Tour

If a virtual tour will be provided as part of the 
virtual inspection, the following points should be 

considered:

• Virtual view tools such as 360° cameras or 
virtual reality goggles may be used. Other 
companies may use a laptop or mobile device. 

• The device must be appropriate for the area 

being shown (e.g., manufacturing area or 
laboratory) and to provide the requested 
information.
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Virtual Tour

• Care should be taken to ensure that the camera 
produces a stable picture that is easy to view. 

For this purpose, the camera can be mounted on 
a movable trolley or gimbal. 

• The site should be prepared to remove the 
camera from any mounting to allow show 
equipment and facilities from all angles 

requested by the auditor. 

• Unstable, wobbly pictures that occur when a 
camera is hand- or body-mounted, or when a 
trolley rolls over uneven floors or stairs, are 
difficult for auditors to view and can induce 

nausea and, in some viewers, vertigo.
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Virtual Tour

• Additional audio tools may be necessary for 
the person operating the camera during the 

virtual tour. 

• The camera operator needs to be able to hear 
the auditor’s directions on where to move or 
point the camera, even in areas with 
significant background noise. 

• The camera operator also must be able to 
hear and respond to questions from the 
auditor during the virtual tour. 

• In areas of the facility where the Wi-Fi signal 
may not be strong enough to broadcast a live 

virtual tour, consider whether it might be 
useful to install devices to amplify the signal.
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Performing the
Remote Audit

Section 03
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It’s Inspection Day! 
Technology preparation

Log in early (~15 mins)

Check internet connectivity (have a back-up plan e.g. hotspot off phone)

Set your “out of office” on

Put your Teams status on “Do Not Disturb” (if required)

Phone on Do Not Disturb (DND)

Switch off pop up notifications (you will be sharing your screen)

Leave “waiting room on” in Zoom until you are ready to start the audit

Turn on your video and audio (check camera angles and sound)
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It’s Inspection Day!  
Technology preparation

• Enable multiple host/screen share 
function (the auditee will need to 

share screen at times)

• Use breakout rooms if there are 
multiple auditors/auditees and a 
private conversation is needed

• Use chat panel for conversations (if 

required) especially if multiple people 
online (be careful who you are 
sending the message to)
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Warn the family, pets, 
colleagues, delivery 

drivers etc.
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Inspection activities/challenges

• Auditors should ask for objective evidence early 

• It will take time for auditee to collect the 

evidence (longer than usual)

• Physical evidence may not be able to be 
produced (document ‘not seen’ in audit 
report)

• Ask auditee to place any objective evidence 

shown into the shared folder for reference post-
audit

• Turn off your audio/video during break times

• Time goes fast! Suggest taking great notes for 
easy wrap-up meeting preparation
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Inspection activities/challenges

• Measures to ensure confidentiality 
and security should be confirmed 

during the opening meeting. 

• Keep on track

• Interviewing people other than the 

chosen auditees attending the 
virtual audit is a challenge (usually 

doesn’t happen unless people are 
on-site)
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Responding to Requests

• Responses should be provided as soon as 
possible (same as on-site inspection).

• Ensure you SME’s are ready and available 
for the duration of the inspection.

• When it is necessary to retrieve archived 
documents, or when the team at the 
inspected site is working completely or 

partially remotely, the response time could 
be slightly longer. 

• Communicate proactively and 
transparently with the auditor if some 
responses could take additional time to 

access, and agree on acceptable timing.
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Responding to Requests • Have sufficient personnel standing by to 
facilitate the handling of documents during 

the entire inspection, starting from the 
first request for documentation and 
records. 

• Based on the types of requests received, 
personnel and resources may need to be 

shifted to ensure timely fulfilment of 
requests.

• When sharing documents during an 
inspection, consideration should be given 
to the size of the electronic files. 

• It may be necessary to split 
documentation into multiple electronic 
“shipments” to ensure its delivery, 
depending on the method used for 
sharing.



© PharmOut 2022

Concluding the 
Remote Audit

Section 04
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Knowing an Inspection Has Ended

• The auditor and inspected site should discuss the starting and 
ending dates for the inspection early in the process.

• Remote inspections should end with a closing meeting via video 
communication platform, teleconference, or other 
communication method. 

• If the auditors do not clearly state that the inspection has 
ended, the inspected site should ask for confirmation.

• Because remote inspections may include people from different 
locations, it may not be obvious to all auditees that the 
inspection is complete. Therefore, it is best to explicitly ask the 
auditors and make it clear to all involved.
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Inspection Report

The report for a remote inspection does not 
differ from that of an on-site inspection

• This report is likely to describe, at a 
minimum:

• The documentation that was reviewed and 
by whom

• Whether physical aspects of the facility 

were assessed, and the methods used

• Inspection outcome

• Rationale for the decision
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Inspection Report

• The inspection report also should 
indicate the processes that could not be 

assessed remotely and whether they will 
be assessed on-site to allow for 
completion of the inspection in a hybrid 
format.

• The report also may explain the need for 

an on-site inspection. 
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Secrets for success

The secrets to success of a remote audit includes:

• Being well prepared

• Providing a good first impression

• Having good audit management

• Ensuring that personnel who front the auditors 
have the require technical knowledge and 

expertise, confidence and presentation skills

• Manage time effectively

• Know how to work the technology / train your 
staff

• Have a back-up plan for ICT issues

• Establishing an SOP and training personnel.
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Questions?
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This presentation and all associated materials are copyrighted and all rights reserved by PharmOut.  

No part of this presentation may be reproduced or transmitted in any form or for any purpose without the 
express permission of PharmOut in writing. The information contained herein may be changed without 
prior notice.

Data contained in this presentation serves informational purposes only.

PharmOut does not warrant the accuracy or completeness of the information, text, graphics, links, or 
other items contained within this presentation. This presentation is provided without a warranty of any 
kind, either express or implied, including but not limited to the implied warranties of merchantability, 
fitness for a particular purpose, or non-infringement.

PharmOut shall have no liability for damages of any kind including without limitation direct, special, 
indirect, or consequential damages that may result from the use of this presentation.

©PharmOut Copyright Notice - 2022
All rights reserved


