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Digital Transformation 

Digitization is concerned with events that have 
already occurred e.g. by scanning a photo or a 
document – you are digitizing that object.

Digitalization is concerned with current events 
and when data from throughout the organization 
and its assets is processed through advanced 
digital technologies.

Digital transformation refers to events that will 
occur in the future, which leads to fundamental 
changes in business processes that can result in 
new business models and social change.

Going Paperless!
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These technologies are actually old news 

• 3D Printing – described in 1945, 

• Digital Twin – concept 2002, application 2010

• Robotics – concept BC, humanoid, and word 1920, 1946 first digital computer

• Artificial Intelligence / Machine Learning e.g. Neural Networks – 1943

• IOT – Coca Cola – 1982

35 billion IOT devices installed at end of 2021*

*No one really knows, this number changes depending on the researcher
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Cost of computing and storage 
“Cost of Gigaflops”  

• Moore’s Law – Number of transistors doubles every 2 years/$

• Computing power is really cheap now and will continue to get cheaper, free. 

Date Approximate USD / 
GigaFLOPS

Adjusted to ‘21
1945 $1.88 quad trillion

1961 $169.6 billion

1997 $51,000

2000 $1,021

2011 $1.80

2020 $0.04*
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Pharma 4.0 Example: Tablet inspection – big data

Make tablets the same way our 
grand parents did!

• Critical e.g. human hair

• Control Strategies, filter, sieve, 

gowning  

• Technology exists, use it

• But 500,000 tablets per hour

• 3D photos both sides

• 1,000,000 photos/hour 24TB/year

Detects - Spots, chips, misprints, capped, broken, stain, bumps, engraving
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Internet of Things

The Internet of Things (IoT) describes physical objects (or groups of such 
objects) with sensors, processing ability, software, and other technologies that 

connect and exchange data with other devices and systems over the Internet or 
other communications networks.

1. Processing Ability

2. Software

3. Internet or Communication Networks

4. Sensors

5. Objects
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Examples of IOT

• Connected sensors, 

• Connected appliances, 

• Smart home / office security systems 

• Autonomous farming equipment

• Wearable health monitors

• Smart factory equipment

• Wireless inventory trackers

• Biometric cybersecurity scanners

• Shipping container and logistics tracking

• Ultra-high speed wireless internet (5G)

• Connected cars, trucks

John Deere - $5m stolen Ukraine 
turned to bricks 
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People counters / Density calculators
$100 to $2,000 

• Density by Entry (at door)

• Density in room 

• Direct - beam break, thermal, 
ultrasonic

• Indirect – Wi-Fi (Mac)

• Pharma - Sterile manufacturing 
room limits, safety, security 

• Non Pharma – safety, move serving 

staff, placement of “specials”  
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Sweep, vacuum and mop 
$200 - $2,000 

• Amazon DEEBOT

• 5000Pa vacuum

• Hard floors and carpets 

• True Mapping 2.0

• Voice controlled

• Office, warehouse, passage, 
dispensary 

• Lidar technology  

• Maps your clean rooms, 

• You can set no go zones, 

• Self emptying etc. 
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Home or office security 
+- $1,500
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Good Agricultural and Collection Practices (GACP)
$350 for 10 off Temp, %RH & VPD 

52,000 data 
points in a month
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Stand Alone Controllers
voice activated, alarmed to smart device, remote access  
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Our facility design learnings 

• Somewhere to “park” the sweepers / vacuum cleaners
• If you use Google Nest

• Carefully consider location of power points

• Smart light switches need neutral wires

• Do not like Bluetooth only - IoT devices  

• Good Wi-Fi signal, 2.4 GHz, battery life (Unifi)

• Consider patches and upgrades, device access

• System architecture 

• Virtualisation of Wi-Fi i.e. air gap, 3 Networks

1. GxP systems and security - No 2.4 GHz

2. IOT and 2.4 GHz only

3. General Access - No 2.4 GHz
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Communication Protocols

Wireless

• Infrared

• Bluetooth

• Wi-Fi

• Z-Wave

• ZigBee 

• WeMo (Belkin)

• Nest (Google Home 48%)

• Thread

• 5G

Wired 

• X10 (oldest) 

New standard “Matter”

• Google (48% market share)

• Amazon

• Apple

• Samsung

• Zigbee

• IKEA

• Huawei

• Texas Instruments

• Schneider Electric

•
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IoT Statistics - Key Findings*

• In 2021, >10 billion active IoT devices.

• By 2030 the number of active IoT devices >25.4 billion.

• By 2025, 152,200 IoT devices / minute connecting to the internet.

• By 2025 data generated by IoT devices > 73.1 ZB (zettabytes).

• 83% of organizations have improved introducing IoT technology.

• 94% of retailers say the benefits of implementing IoT outweigh the risk.

• Global IoT spending will total $15 trillion between 2019 and 2025.

• By 2025 IoT solutions have the potential to generate $4-11 trillion in economic 
value.

• 86% of healthcare organizations were using IoT technology in some way in 2019
*Source Forbes, Statista, McKinsey Digital, IDC, Dataprot
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Worst Examples of IoT Hacking and Vulnerabilities in 
Recorded History

Mirai Botnet
This IoT botnet was made possible by malware called 
Mirai. 

Once infected with Mirai, computers continually search 
the internet for vulnerable IoT devices and then use 

known default usernames and passwords to log in, 

infecting them with malware. 

These devices were things like digital cameras and 

DVR players.

Hackable Cardiac Devices from St. Jude
The FDA confirmed that St. Jude Medical’s implantable 
cardiac devices have vulnerabilities that could allow a 

hacker to access a device. 

Once in, they could deplete the battery or administer 

incorrect pacing or shocks, the FDA said. The devices, 

like pacemakers and defibrillators, are used to 
monitor and control patients’ heart functions and 
prevent heart attacks.”

The Jeep Hack
In July 2015, total control of a Jeep SUV using the 
vehicle’s CAN bus. 
By exploiting a firmware update vulnerability, they 
hijacked the vehicle over the Sprint cellular network and 

discovered they could make it speed up, slow down, and 

even veer off the road. 

Coffee Machine steals ID
Hackers can Steal Your Identity and Bank Details from 
a Coffee Machine! 

Smart coffee machines that are connected to the 
internet using special apps could be targeted by 

hackers to steal their owner’s bank or card details.
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Cybersecurity for the Internet of Things (IoT)
ETSI EN 303 645
1. No universal default passwords

2. Implement a means to manage reports of vulnerabilities

3. Keep software updated

4. Securely store sensitive security parameters 

5. Communicate securely 

6. Minimise exposed attack surfaces

7. Ensure software integrity

8. Ensure that personal data is secure

9. Make systems resilient to outages

10. Examine system telemetry data

11. Make it easy for users to delete user data

12. Make installation and maintenance of devices easy

13. Validate input data

14. Data protection provisions for consumer loT

15. Reporting implementation

NIST 8259 Recommendations for IoT 
Device Manufacturers: Foundational 
Activities

Also a US standard



Slide 20 © PharmOut 2022

Physical security – Swipe cards - $100
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IT network 
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OT network - Integrated Systems

Annex 11 (4.3) – Up to date listing (inventory) …..

New connectivity solutions optimized for modular, battery-operated sensors don’t follow the old-
school OSI protocol stack anymore.
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Helpful Regulations or Industry guidance?

GAMP5 - Written in 2007/8 removed Software Category 2

GAMP 4 there were five software categories. These have been revised in GAMP5 to 

four categories as detailed below:

• Category 1 – Infrastructure

• Category 2 – Firmware

• Category 3 – Non configurable software

• Category 4 – Configured software

• Category 5 – Bespoke software

Category 2 from GAMP 4 was removed. This related to simple firmware. However, 
as technology has advanced it has been recognised that complex software 
can be embedded (firmware) within systems. IoT devices!
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OT discovery software

1. WireShark

• Free open source packet analyser 

2. Nmap (enterprise)

• Network scanner  

3. Metasploit

• Open source and free

4. Telerik (Fiddler) 

• Works with any HTTP client, non Windows platforms

5. Maltego

• Open source, graphical format, simple and easy to understand 
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PIC/S 041-1 : Good Practices for Data Management 
and Integrity in regulated GMP/GDP environments 

1st July 2021 - 63 pages 

• §5. Data Governance System

• §6. Organisation Influences 

• §7. Principles and Enablers

• §8. Paper Based Systems 

• §9. Computerised Systems 

• §10. Outsourced Activities 

• §11. Regulatory Response 

• §12. Remediation of Failures 
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Regulations and validation

FDA’s “Computer Software Assurance for 
Production and Quality System Software”*
*Not yet issued

CSV vs CSA

The FDA too, in trying to balance the degree 
and complexity of its regulations, have taken 
note of the demands the modern industrial 
revolution places on manufacturers and 
amended its 1997 General Principles of 
Software Validation to a more modern and 
Pharma 4.0 - friendly guideline called CSA 
(Computer Software Assurance).

Paperless validation ValGensis
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Pharma 4.0 Opportunities : 

• Lighting, temperature and humidity measurement is easy and cheap

• Voice via Google Nest, music, lights, temperature, blinds, time, alarms  

• RFID tags into clothes, autoclavable hand tools, bins, trolleys, readers in and out 
of wash areas

• Cleaning vacuum, mopping 

• Smart Screws 
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Nirvana fallacy
Is an invalid argument that compares the realistic with the idealised.

• IoT devices will be just  
hacked, we better off 

with what we have!

• Seat belts are a dumb 
idea, people who wear a 
seat belt still die in car 

crashes.
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Imagination Age - Mindset 4.0 
Jason 15th June 

• Making the time/space

• Getting real results

• Picking the right fights

• Finding the talent

• Engaging others

• Building the teams

• Changing culture

• Establishing a process

• Surviving bureaucracy

• Working inside the squares

• Getting past ‘no’
• Fighting the resistance

• Maintaining momentum

• Sharing the benefits

• Motivation and incentives

• Financing innovation

• Convincing the market

Change is hard. Not Changing is fatal!
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Social Impact of Industry 4.0 - To drive or to be driven!

AUTONOMOUS VEHICLES

• Offer great advantages. No-stress commute, multitasking.

But this comes at a cost. 

• Big technology companies could convert transportation into a PAYG service and 
own so much data about people, patterns, routes and obstacles. A few who own 
the associated critical infrastructure. Could exacerbate social inequality.

• Entry level jobs related to transportation and the entire supply chain of the 
existing transportation system in production and service delivery (AI, robotics, 
low-cost computing), may permanently impact people’s livelihood, engagement 
and thereby their sense of purpose to exist in society.
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The IOT Gadgets…..

Fall Sensors Texas Instruments 

mmWave radar sensors
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Thank you 


