
Data Integration and Integrity 

Starts in the Basement
Jacco Tholens



Presenter:

Jacco Tholens

• Emerson Automation Solutions Project Operations 
Manager

• 20 years in the automation industry

• Wide experience applying technology to solve 
manufacturing operation problems

• Contact info:

– Emerson Automation Solutions | 471 Mountain Highway | 
Bayswater | VIC | 3153 | Australia T +61 3 9721 0242 | 
Jacco.Tholens@emerson.com

2Emerson Confidential



Life Science Manufacturing Produces:
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Message from IFPAC (and other sources)
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Original Records Have New Data Integrity Requirements

Data Integrity
• Completeness, consistency, and accuracy of data. 

Managing Data Integrity and Change Control

• Attributable

• Legible

• Contemporaneous

• Original

• Accurate

• Enduring

• Complete

• Consistent

• Retrievable

ALCOA +

(or true copy)
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FDA Guidance:

What is Metadata?
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Contextual information required to understand data
– A data value by itself is meaningless without additional information about the data

Structured information that describes, explains, or otherwise makes it 
easier to retrieve, use or manage data

Data should be maintained throughout the record’s retention period 
with all associated metadata required to reconstruct the CGMP activity

The relationships between data and their metadata should be preserved in 
a secure and traceable manner

Meta Data and Context are Key Integrity Concepts



Warning Letters on Electronic Data Integrity
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Key Issues Today:

• Shared Passwords

• Electronic records editable

• Electronic records deleted / 
didn’t keep raw data files

• Original data in uncontrolled 
spreadsheet

FDA is Looking for Data Integrity Issues

Nothing yet about 

metadata and context
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• Example Continuous Bioreactor PFD

Context Today

• Unit name / identifier

• Transmitter / sensor tags

– Range / Units for tag

• Motor / rotating equipment names

– Possible motor measurement (amps, rotations, 
etc.) with units

• Analyzer name / identifier

– Measured value / units

– Analyzer status

• Weigh scale name / identifier

– Measured value / units

• Order / Batch ID number

– When equipment was used as part of an order

• Other as required
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Continuous Manufacturing Requires

Comprehensive Control Solutions
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• Continuous Regulatory Control for minimum 
Variability

– PID Control is the workhorse

• Advanced Control for Constraint Optimization

– Multivariable Control

– Control of Difficult Dynamics

– Inferential Control

– Optimization Objectives

• Statistical Process Control

– Multivariate

• Principle Component Analysis

• Partial Least Squares
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Real-time Optimization (RTO)

Target tracking MPC Layer 

Regulatory PID Layer

Process



“Basic” PID Control Has to Work

11Emerson Confidential

• Temperature profile, T(t), is main design 
variable for cooling crystallization

– Cannot set T(t) directly; T(t) specified from valve 
positions of cold and hot water streams

Hot Water

Cooling Water

( )cF t

( )cx t

( )hx t

hT

cT

( )hF t

Physical 

actuation

Crystallizer

energy 

balance, T 

Jacket energy 

balance, Tj

Flow-valve 

relationship, F=f(x)

Real-time Optimization (RTO)

Target tracking MPC Layer 

Regulatory PID Layer

Process



Account for Likely Sources of Disturbances

Hot Water

Cooling Water

( )cF t

( )cx t

( )hx t

Pressure 

drop

hT

cT

Temperature 

fluctuations

Heat of 

crystallization + 

other non-idealities( )hF t

Mitigate disturbances by 

design of regulatory 

control layer
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Design of Regulatory Layer: Cascade Control

CW ValvePID Jacket
cFcx

Crystallizer

PID
jT,c SPF

,j SPT

cP

HW ValvePID
hFhx,h SPF

PID

hP

cT hT

T

Crystallizer 

temperature

PID
SPT

jT
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Now You Can Add Modeling to Characterize / Optimize, But….
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• Studies in other industries show control loops 
in “manual”, much less auto or cascade >50% 
of the time

• When models are used to optimize a unit, the 
first thing done is “tune the control loops”

– >75% of optimization benefits come from getting 
loops properly tuned, valves working properly

• Is a heat exchanger, motor or pump working 
per spec for the model or has it’s performance 
degraded over time? 

• Am I running the correct version of the 
configuration for this product for this model?

• Is the devices or sensor sending out a good 
value?

Real-time Optimization (RTO)

Target tracking MPC Layer 

Regulatory PID Layer

Process



• Standardized, modular automation

Context to Consider for Modular Automation

Needed to Support Modular Unit Operations
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• Units need to be autonomous

• Support a complete scope of solutions for 
optimized unit production

– Measurements with measurement integrity

– Equipment status with equipment integrity

– Unit / unit control system status

– Local control

– Alarm management

– Process history

– Start-up / shutdown / product change-over 
sequencing for on-the-fly transitions

– Order / batch context

• Retention of set-up when powered off

• Auto-sensing when connected to a control 
network
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Plant to Cloud! Securely?

How do we prevent intruders from getting into the critical plant OT systems?

Sensor data powers cloud applications and 

services that can improve operations,

But….
How do we connect the secure OT Environment 

to the Secure It Environment?

How do I translate the OT protocols to the IoT 

protocols?

How do we control who gets what data?

Secure IT Environment

Private Clouds cloud

Secure OT Environment

Wireless Networks

RTUs & SCADAControl Systems

Asset Management

Plant Historians

PT VI VI



Secure First Mile™

Securely Connects and Transforms OT Data into IT!

• Architectural designs to connect data from 
operation systems (OT) to IT environments, 
such as cloud applications

• A portfolio of technologies and services to 
implement those designs

– Servers, Firewalls, Gateways, Data Diodes

– User management, data encryption, key 
management, code signing

– Data flow control for enhanced security

– Enhancements on our OT portfolio of products and 
systems

• Optimizes the plant to cloud communications

Secure First Mile

Secure IT Environment

Private Clouds

Secure OT Environment

Wireless Networks

RTUs & SCADAControl Systems

Asset Management

Plant Historians

PT VI VI



Why First Mile?

The First Mile Represents the Portion of the Network Where Data is Generated

Last Mile

Refers to the portion of the 

telecommunications network chain that 

physically reaches the end-user's premises

First Mile

An analogy to the last mile, indicating where the data is been generated

cloud
Internet



Secure IT Environment

Purdue Model is the Current Solution

Purdue Model Solutions Already Exist in Many Installations

They are Complex due to Multiple Security Layers to be Properly Configured and Maintained

L0 & L1

L2

Secure First Mile

L4

L5

L3

L3.5

Secure OT Environment



Secure IT Environment

Purdue Model Example:

IIoT Asset Management using AMS and OSIsoft

Connecting Smart Device Data to Cloud Services!

Secure First Mile

Smart Devices OPC

• Uses conventional layered security through 

firewalls and user management

• Requires multiple levels of software to move 

data from one layer to the other.

• Involves multiple stakeholders

• Network penetration difficult but not impossible

• Effective but complex to maintain

Secure OT Environment

PI to PI

cloud



The Data Diode

A Simpler Way to Protect from Inbound Communications

Extra Security by Creating a Physically Unidirectional Network!

Edge 

Gateway

Field 

Gateway

Data Diode

IOT 

Protocols

OT 

Protocols

Transceiver 1
RJ45 Cable

Bidirectional Input

Fiber or RJ45 Cable

Bidirectional Input
Transceiver 2

cloud



A New First Mile: Simpler Security Architecture Based on Data Diodes

Edge 

Gateway

Field 

Gateway

Data Diode

Edge Gateway

Converts incoming protocols 
into IoT Procotols

Provide secure data transfer to 
the IT Systems (External or 
Private Clouds)

Data Diode

Physically disables 
the inbound path

Create an air gap for 
inbound 
communication

Field Gateway

Collects Data from OT systems

Convert OT Protocols into 
protocols that support 
unidirectional data flow. (e.g. 
User Datagram Protocol - UDP)

IOT 

Protocols

OT 

Protocols

cloud



Secure IT Environment

Example:

Applying Data Diodes for Valve Monitoring Connected Service

Simple & Secure: Inbound Connections Not Possible!

Secure First Mile

• 1410 Gateways supply WirelessHART valve 

information to Field Gateways

• Data Diode prevents outside access to the OT 

environment

• Windows 10 IoT Edge Gateway converts data 

to IoT protocols (AMQP), sends it to cloud 

services powered by Azure

• End to end encrypted communication 
1410 Wireless Gateway

WirelessHART

Edge

Gateway

Data

Diode

Field

Gateway

IOT 

Protocols

OT 

Protocols

Secure OT Environment



Change Required for Modular / Continuous Life Science Manufacturing

Continuous 

Manufacturing in Life 

Science is progressing.  

Assess people, 

processes and 

technologies within 

your organization to 

determine how to get the 

benefits

Continuous / modular manufacturing requires a 

new approach to automation and data

The technology barriers are being addressed

Requires re-thinking your manufacturing 

approach and how technology is then applied

Requires people with a combination of process 

and automation / data technology skills

Requires re-thinking approach to data integrity 

compliance
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